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NAME
vimesd - a fully Microsoft compatible KMS sesy

SYNOPSIS
vimesd [ options ]

DESCRIPTION
vimcesd is a fully Microsoft compatible KMS seer that preides product actation services to clients. It is
meant as a drop-in replacement for a Microsoft KMSesefWindowns computer with KMS &y entered). It
currently supports KMS protocokvsions 4, 5 and 6.

vimcesd is designed to run on POSIX compatible operating systens. It only requires a basic C library with a
BSD-style sockts API and eitherofk(2) or pthreads(7). That alls it to run on most embedded systems
like routers, RSes, mobile phones, tablets, TVs, settopespetc. Some fefrts hare been made that it

also runs on \ividows.

Although vimcsd does neither require an aation key nor a payment to one, it is not meant to run ille-
gal copies of ihdows. Its purpose is to ensure thatners of Igal copies can use their sofive without
restrictions, e.g. if youdy a nev computer or motherboard and yoway kwill be refused actation from
Microsoft serers due to hardare changes.

vimcsd may be started via an internet supersetfike inetd(8) or xinetd(8) as well as an ahced init sys-
tem like systemd(8) or launchd(8) using saekbased actation. If vimesd detects that stdin(3) is a
soclet, it assumes that there is already a connected client on stdinathiat tev be actated. All options
that control setting up listening s@tk will be ignored when in inetd mode.

OPTIONS
Since vimcsd can be configured at compile time, some options may neali@de on your system.

All options that do no require angarment may be combined with a single dash, for instance "vimcsd -D
-e" is identical to "vimcsd -De".d¥ all options that require angarment a space between the option and the
option agument is optional. Thus "vimesd -r 2" and "vimcsd -r2" are identical too.

-h or -? Displays help.

-V Displays etended ersion information. This includes the compiler used wddbvimcsd, the
intended platform and flags (compile time options)uidwimcsd. If you hae the source code of
vimesd, you can type makhelp (or gmale help on systems that do not use the GN&sion of
make(1) by dedult) to see the meaning of those flags.

-L ipaddress[:port]
Instructs vimcsd to listen on ipadels with optional port (delult 1688). Yu can use this option
more than once. If you do not specify -L at least once, IP addresses 0.0.0.0 (IPv4) and :: (IPv6) are
used. If the IP address contains colons (IPv6) you must enclose the IP addresseis irgok
specify the optional port, e.g. [2001:db8::dead:beef]:1688.

If no port is specified, vimcsd uses thealdf port according to a preceding -P option. If you spec-
ify a port, it can be a number (1-65535) or a name (usually found in /etc/services ifyidegro
via LDAP, NIS+ or another name service).

If you specify a link local IPv6 address (fe80::/10, usually starting with fe80::), it must be fol-
lowed by a percent sign (%) and a scope id (=adtwnterface name or number) on most unixoid
OSses including Linux, Android, MacOS X and iOS, e.g. fe80::1234f&FR3:9abc%eth0 or
[fe80::1234:56ffe78:9abc%?2]:1688. Whdows (including ggwin) does not require a scope id
unless the same link local address is used on more than orerloetterface. Whdows does not
accept a name and the scope id must be a number
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-0 level Sets the Ieel of protection aginst actvations from public IP addresses. Theadsf is -00 for no

protection.

-01 causes vimcsd not to listen on all IP addresse®hb private IP addresses onlfPv4 addresses

in the 100.64.0.0/10 range (see RFC6598) are not treatedat® [since thecan be reached from
other users of your ISFPrivate IPv4 addresses are 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16,
169.254.0.0/16 and 127.0.0.0/8. vimcsd treats all IPv6 addresses not within 2000::&tas pri
addresses.

If -01 is combined with -L, it will listen on all pviate IP addresses plus the ones specified by one
or more -L statements. If -01 is combined with -P, only the last -P statement will be used.

Using -0l does not protect you if you enabl&Nport forwarding on your router to your vimcsd
machine. It is identical to using multiple -L statements with all of yowaj®ilP addresses. What
-01 does for you, is automatically enumerating youvgie |P addresses.

-02 does not déct the interfices, vimcesd is listening on. When a clients connects, vimcsd immedi-
ately drops the connection if the client has a public IP address.eUnllkclients will be able to
establish a TCP connectiomithit will be closed without a single byte semeo the connection.
This protects agjnst clients with public IP addresse®e if NAT port forwarding is used. While

-02 offers a higher kel of protection than -01, the client sees that the KMS TCP port (1688 by
default) is actually accepting connections.

If vimcsd is compiled to use MS RPC, -02 can onlfeofery poor protection. Control is passed
from MS RPC to vimcsd after the KMS protocol has already begatiaged. Thus a client can
always erify that the KMS protocol is vailable e&en though it recees an
RPC_S ALCESS DENIED error message. vimcsd will issueaanimg if -02 is used with MS
RPC. For adaequate potection do not use a MS RPC tild of vimcsd with -02.

-03 combines -01 and -02. vimcsd listens owvate interbces only and if a public client manages
to connect ayway due to MT port forwarding, it will be immediately dropped.

If you use ag form of TCP leel port forwarding (e.g. nc(1), netcat(1), ssh(1) port favding or
similar) to redirect KMS requests to vimcsd, there will be no protectien & you use -02 or -03.

This is due to the simpleaét that vimcsd sees the IP address of the redirector and not the IP
address of the client.

-0l (and thus -03) is not (yetyalable in some scenarios:

FreeBSD: There is a longtime urdtkbug Mttps://bugs.freebsd.org/
bugzilla/show_bug.cgi?id=178881[In the 32-bit ABI of the 64-bit k ernel. If you
have a 64-bit FreeBSDétnel, you must run the 64-biemrsion of vimcsd if you use -0l or
-03. The 32-bit grsion causes undefined beiloa up to crashing vimcsd. Other BSDs (Net-
BSD, OpenBSD, Dragonfly and Mac OS Xpnk correctly

If vimcsd was started by an internet superserer was compiled to use Microsoft RPC
(Windows only) or simple soaks, -01 and -03 are notailable by design.

-P port Use TCP port for all subsequent -L statements that do not include an optional port. If you use -P

and -L, -P must be specified before -L.

-FO and -F1

Hotbird64

Allow (-F1) or disallav (-FO) binding to IP addresses that are currently not configured on your
system. The dailt is -FO. -F1 allavs you to bind to an IP address that may be configured after
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you started vimcsd. vimesd will listen on that address as soon as it becoraiésbde. This fea-
ture is only &ailable under Linux (IPv4 and IPv6) and FreeBSD (IPv4 only). FreeBSisathis
feature only for the root user (more correctly: processes thvat the PRIV_NETINET_BIN-
DANY privilege). Linux does not require a capability for this.

-t seconds

Timeout the TCP connection with the client after seconds seconds. After sendingvatioacti
request. RPCdeps the TCP connection for a while. Theadéfis 30 seconds.od may specify a
shorter period to free ressources on yowiagefaster This is useful for dgces with limited main
memory or if you used -m to limit the concurrent clients that may requestatiotn. Microsoft
RPC clients disconnect after 30 seconds byuwlefSetting seconds to a greatatue does not
make much sense.

-m concurent-clients

Limit the number of clients that will be handled concurrenilyis is useful for déces with lim-

ited ressources or if you argperiencing DoS attacks that spathousands of threads or ferk
processes. If additional clients connect to vimcsdy tieed to \&it until another client discon-
nects. If you set concwnt-clients to a smallalue ( <10 ), you should also select a reasonable
timeout of 2 or 3 seconds with -t. The delt is no limit.

Disconnect each client after processing onevaiitin request. This is a direct violation of DCE
RPC lut may help if you receé malicous dke RPC requests that block your threads oredrk
processes. Some other KMS emulators (e/¢kms) behae this vay.

Do not disconnect clients after processing arvatitin request. This selects the aldf behaior.
-k is useful only if you used an ini file (see vimcsd.ini(5) and -i). If the ini file contains the line
"DisconnectClientsimmediately = true", you can use this switch to restore thétdefhaior.

-NO and -N1

Disables (-NO) or enables (-N1) the use of the NDR64 transfer syntax in the RPC protocel. Unlik
Microsoft vimesd supports NDR64 on 32-bit operating systems. Microsoft introduced NDR64 in
Windows Msta hut their KMS serers started using it with Wdows 8. Thus if you choose random
ePIDs, vimcsd will select ePIDs withuitd numbers 9200 and 9600 if you enable NDR64 and
build numbers 6002 and 7601 if you disable NDR64. Thauleis to enable NDR64.

-BO and -B1

Disables (-B0) or enables (-B1) bind time featurgatiation (BTFN) in the RPC protocol. All
Windows operating systems starting witlsé support BTFN and try to getiate it when initiat-

ing an RPC connection. Thus consider turning fitasf a debg / troubleshooting feature only
Some older fir@alls that selectely block or redirect RPC tfid may get confused when the
detect NDR64 or BTFN.

-l filename

Hotbird64

Use filename as a log file. The log file records all\attons with IP address, MWows worksta-
tion name (no neerse DNS lookup), astated product, KMS protocol, time and date. If you do not
specify a log file, no log is createdbrra lve view of the log file type tail -f file.

If you use the special filename "syslog", vimcsd uses syslog(3) for logging. If your system has no
syslog service (/délog) installed, logging output will go to /deonsole. Syslog logging is not
available in the natie Windows \ersion. The Cygwinersion does support syslog logging.
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-TOand -T1
Disable (-TO) or enable (-T1) the inclusion of date and time in each line of the log. Hudt def
-T1. -TO is useful if you log to stdout(3) which is redirected to another logging mechanism that
already includes date and time in its output, for instance systemadatd(8). If you log to sys-
log(3), -T1 is ignored and date and time willvex be included in the output sent to syslog(3).

-D Normally vimcsd daemonizes and runs in backgrourdefgt the natie Windows ersion). If -D
is specified, vimcsd does not daemonize and runs imgrfouad. This is useful for testing and
allows you to simply press <Ctrl-C> taievimcsd.

The natve Windows \ersion nger daemonizes andvedys behaes as if -D had been specified.
You may vant to install vimcsd as a service instead. See -s.

-e If specified, vimcsd ignores -1 and writes all logging output to stdout(3). This is mainly useful for
testing and dalgging and often combined with -D.

-V Use \erbose logging. Logsvery parameter of the base request and the base response. It also logs
the HWID of the KMS semrr if KMS protocol ersion 6 is used. This option is mainly for dgb
ging purposes. It only has arfesft if some form of logging is used. Thus -v does notensénse
if not used with -I, -e or -f.

-q Do not use grbose logging. This is actually the aelt behaior. It only males sense if you use
vimesd with an ini file (see -i and vimcsd.ini(5)). If the ini file contains the line "lerdse =
true" you can use -q to restore thealdf behaior.

-p filename
Create pid file filename. This has nothing to do with KMS ePIDs. A pid file is a file where vimcsd
writes its avn process id. This is used by standard init scripts (typically found in /etc/init.d). The
default is not to write a pid file.

-u user and -g grup
Causes vimcesd to run in the specified user andgsecurity contd. The main purpose for this is
to drop root prileges after it has been started from the root accoonise this feature fromyg-
win you must runyglsa-config and the account from which vimecsd is started musttha rights
"Act as part of the operating system" and "Replace a procesistéden”. The natie Windows
version does not support these options.

The actual security comeswitch is performed after the TCP setk hae been created. This
allows you to use prileged ports (< 1024) when you start vimcsd from the root account.

However if you use an ini, pid or log file, you must ensure that the vilgged user has access to
these files. ¥u can alays log to syslog(3) from an unpiieged account on most platforms (see

).

-w ePID
Use ePID as Whdows ePID. If specified, -r is disgarded for Vihdows.

-0 ePID
Use ePID as Gice 2010 ePID (including Project ands\). If specified, -r is disrgarded for
Office 2010.
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Use ePID as dice 2013 ePID (including Project ands\). If specified, -r is disrgarded for
Office 2013.

Use ePID as dice 2016 ePID (including Project ands\). If specified, -r is disrgarded for
Office 2016.

Use HwiId for all products. All HWIDs in the ini file (see -i) will not be used. In an ini file you can
specify a seperate HWID for each application-guid. This is not possible when entering a HWID
from the command line.

HwId must be specified as 16xhdigits that are interpreted as a series of 8 bytes (big endiay). An
character that is not asheligit will be ignored. This is for better readabilitihe folloving com-
mands are identical:

vimesd -H 0123456789ABCDEF
vimesd -H 01:23:45:67:89:ab:cd:ef
vimesd -H "01 23 45 67 89 AB CD EF"

-i filename

Use configuration file (aka ini file) filename. Most configuration parameters can be set either via
the command line or an ini file. The command lineagis has precedencees configuration
items in the ini file. See vimcsd.ini(5) for the format of the configuration file.

If vimesd has been compiled to use aaddif configuration file (often /etc/vimcsd.ini), you may
use -i- to ignore the datilt configuration file.

-r0, -rl (default) and -r2

Hotbird64

These options determinew@PIDs are generated if

- you did not sprecify an ePID in the command line and

- you haren't used -i or

- the file specified by -i cannot be opened or

- the file specified by -i does not contain an ePID for the KMS request

-r0 means there are no random ePIDs. vimcsd simply issuesillefPIDs that areduit into the
binary at compile time. Rr. behaes like real KMS serer that also alays issues the same ePID.
Con: Microsoft may start blacklisting a&gn and the defult ePID may not wrk ary longer

-rl instructs vimcsd to generate random ePIDs when the program starts aeieeaesIGHUP sig-
nal and uses these ePIDs until it is stopped orvese&inother SIGHUMost other KMS emula-
tors generate a meePID on gery KMS request. This is easily detectable. Microsoft could just
modify sppsvc.xe in a vay that it alvays sends twvidentical KMS requests in WwRPC requests
but over the same TCP connection. If both KMS responses contain taeedifePIDs, the KMS
sener is not genuine. -rl is the drflt mode. -r1 also ensures that all three ePID$nitivs,
Office 2010 and Oice 2013) use the same O&ld number and LCID (language id).

If vimcsd has been started by an internet supegsert works almost identically to -r2. The only
exception occurs if you send more than onevation requestwer the same TCP connection. This

is simply due to theakct that vimesd is started upon a connection request and does not stay in
memory after servicing a KMS request. Consider using -rO or -w, -0, -3 and -6 when starting
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vimcsd by an intemet supersever.

-r2 behaves like most other KMS seev emulators with random support and generatesvarare-
dom ePID oneery request. -r2 should be treated aswlghing option only because it alls very
easy emulator detection.

-C LCID
Do not randomize the locale id part of the ePID and use LCID instead. The LCID must be speci-
fied as a decimal numheg.g. 1049 for "Russian - Russia". This option has fexeif the ePID is
not randomized at all, e.g. if it is selected from the command line or an ini file.

By default vimcsd generates alid locale id that is recognized by .NET Frawek 4.0. This may
lead to a locale id which is unéky to occur in your countnyfor instance 2155 for "Quecha -
Ecuador”. Ybu may vant to select the locale id of your country instead. See MSDN [ttp://
msdn.microsoft.com/en-us/goglobal/bb964664.aspxfor a list of v alid LCIDs.
Please note that some of them are not recognized by .NET Wwoakn& 0.

Most other KMS emulators use adikLCID of 1033 (English - US).d achve the same bekimr
in vimcsd use -C 1033.

-R reneval-interval
Instructs clients to reme actvation every renaval-interval. The eneval-interval is a number
optionally immediately follwed by a letter indicating the unitaNd unit letters are s (seconds), m
(minutes), h (hours), d (days) and w (weeks). If you do not specify 3 hattertes is assumed.

-R3d for instance instructs clients to remactvation every 3 days. The datilt renaval-interval is
10080 (identical to 7d and 1w).

Due to poor implementation of Microsofts KMS Client it cannot be guaranteed thattiactiis
renaved on time as specfied by the -R option. D@are about that. Rewal will happen well
before your actiation expires (usually 180 days).

Even though you can specify seconds, the granularity of this option is 1 minute. Seconds are
rounded devn to the ngt multiple of 60.

-A activation-interval
Instructs clients to retry aghtion every activation-interval if it vas unsuccessful, e.g. because it
could not reach the sexw The deéult is 120 (identical to 2h). activation-interval folis the same
syntax asenaval-interval in the -R option.

-S Installs vimcsd as a iwdows service. This option only avks with the natie Windows version
and Cygwin. Combine -s with other command line options. These will bef@éateivhen you start
the service. The service automatically starts when you reboot your maahisirtTit manually
type "net start vimcsd".

If you use Cygwin, you must include your Cygwin system DLL directory (usually C:\Cygwin\bin
or C:\Cygwin64\bin) into theATH ervironment \ariable or the service will not start.

You can reinstall the serviceydime using vimcsd -s ain, e.g. with a dierent command line. If
the service is running, it will be restarted with thevie®mmand line.

When using -s the command line is chedKor basic syntax errors onkor example "vimesd -s
-L 1.2.3.4" reports no errorub the service will not start if 1.2.3.4 is not an IP address on your
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system.

-S Uninstalls the vimcsd service.dfks only with the natie Windows version and Cygwin. All other
options will be ignored if you include -S in the command line.

-U [domain\Jusername
Can only be used together with -s. Starts the service aseeedtfuser than the local SYSTEM
account. This is used to run the service under an account witiprigileges. If you omit the
domain, an account from the local computer will be used.

You may use "NT ATHORITY\NetworkService". This is a pseudo user witlvIprivileges. You
may also use "NT BTHORITY\LocalService" which has more piteges lut these are of no use
for running vimesd.

Make sure that the user you specify has at lesstute permission for yourxecutable. "NT
AUTHORITY\NetworkService" normally has no permission to run binaries from your home
directory

For your comenience you can use the special username "/I" as a shortcut for UNH@R-
ITY\LocalService" and "/n" for "NT ANTHORITY\NetworkService". "vimcsd —s —U /n" installs
the service to run as "NTUWHORITY\NetworkService".

-W passwod
Can only be used together with -s. Specifies a pasisfwoithe corresponding username you use
with -U. SYSTEM, "NT AUTHORITY\NetworkService", "NT AJTHORITY\LocalService" do
not require a passwd.

If you specify a user withven lover priileges than "NT ATHORITY\NetworkService", you
must specify its passwd. You also hee to grant the "Log on as a service" right to that.user

SIGNALS
The following signals difer from the dedult behaior:

SIGTERM, SIGINT
These signals cause vimcsd tat ggracefully All global semaphores and shared memory pages
will be released, the pid file will be unlie# (deleted) and a shutéio message will be logged.

SIGHUP
Causes vimcsd to be restarted completBhys is useful if you started vimcsd with an ini fileuy
can modify the ini file while vimcsd is running and then sending SIGHUP, e.g. by typing "killall
-SIGHUP vimesd" or "kill -SIGHUP ‘cat &r/run/vimcsd.pid™.

The SIGHUP handler has been implemented r&igtisimple. It is virtually the same as stopping
vimcsd and starting it @&jn immediately with the folling exceptions:

— The nev process does not get axnnprocess id.
— If you used a pid file, it is not deleted and recreated because the process id stays the same.

— If you used the 'user’ and/or 'group’ direati in an ini file these are ignored. This is because
once you switched to Veer privileged users and groups, there is rayvack. Agthing else
would be a seere security fla in the OS.
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Signaling is not aailable in the natie Windows version and in the Cygwinevsion when it runs as iw
dows service.

SUPPORTED OPERATING SYSTEMS

vimesd compiles and runs on Linux, Mdows (no Cygwin requiredut explicitly supported), Mac OS X,
FreeBSD, NetBSD, OpenBSD, Dragonfly BSD, Minix, Solaris, Openindiana, Android and iOS. Other
POSIX or unixoid OSses mayork with unmodified sources or may require minor portirigre.

SUPPORTED PRODUCTS

FILES

vimesd can answer aetation requests for the follng products: Whdows Mista, Wndows 7, Windows 8,
Windows 8.1, Whdows 10 (up to 1607), Wdows Serer 2008, Vihdows Serer 2008 R2, Whdows

Sener 2012, Vihdows Serer 2012 R2, Widows Serer 2016, Ofice 2010, Project 2010,i8fo 2010,

Office 2013, Project 2013,i8io 2013, Ofice 2016, Project 2016,i8l0 2016. Never version may wrk as

long as the KMS protocol does not change. A complete list of fully supported products can be obtained
using the -x option of vimcs(1).

Office, Project and igio must be glume license ersions.

vimesd.ini(5)

EXAMPLES

BUGS

vimesd -De

Starts vimesd in forground. Useful if you use it for the first time andnwvto see what’happen-
ing when a client requests atiion.

vimesd -1 var/log/vimesd.log
Starts vimcsd as a daemon and logsithing to Mar/log/vimesd.log.

vimesd -L 192.168.1.17
Starts vimcsd as a daemon and listens on IP address 192.168.1.1Tlislys useful for routers
that hae a public and a prate IP address to prent your KMS serer from becoming public.

vimesd -s -U /n -I C:\logs\vimcesd.log
Installs vimcsd as a \Wdows service with lev privileges and logswerything to C:\logs\vim-
csd.log when the service is started with "net start vimecsd".

An ePID specified in an ini file must not contain spaces.

INTENTION AL BUGS

vimcsd actvates non-VL (retail) and beta/piew versions of Vihdows.
vimcsd alays reports enough aati clients to satisfy the N count pgliof the request.

AUTHOR

Written by croty12, Hotbird64 and vityan666. i contributions from DougQaid.

CREDITS

Thanks to COYQX4, deagles, elcn, mikmik38, nosferati87, gad, Ratiborus, ...

Hotbird64 September 2016



VLMCSD(8) KMS Aation Manual VLMCSD(8)

SEE ALSO
vimesd.ini(5), vimesd(7), vimes(1), vimesdmulti(1)
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